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1. Executive Summary

Principal Sites:

ANL
Argonne National Laboratory

ISI
University of Southern California, Information Sciences Institute

UW
University of Wisconsin, Madison

During this period, ANL and ISI worked primarily on:

1. The Community Authorization Service (CAS), including additions to the core GSI infrastructure to support CAS.

2. Standards and outreach particularly in the area of security specifications for the Open Grid Service Architecture (OGSA).

During this period, UW-Madison has been working on the following items:


1. Development of a lightweight Online Certificate Authority for CEDAR


2. Extensions to ClassAds for more advanced Policy matching
A project web site with up to date information is maintained at:

http://www.mcs.anl.gov/dsl/scidac/security/

2. Current Accomplishments

Accomplishments during this period include:

  * Publications and presentations:

· April: Security for Grid Services accepted to HPDC-12. This paper documents the security design in GT3.

· April: The Community Authorization Service: Status and Future presentation at CHEP-03


· April: Using CAS to Manage Role-based VO Sub-groups presentation at CHEP-03  (in collaboration with PPDG/LBL).


· April: "Fine Grain Authorization in the Grid: Design and Implementation" accepted to 1st International Workshop on Middleware for Grid Computing. This documents our continuing work with the SciDAC National Fusion Collaboratory.


· March: Presentation at LSN workshop in Virginia. (url)


· March: Attended SciDAC all-hands meeting. (poster)


· February: CAS Overview presented at ESCC meeting.

  * Standards:

· April: Continue to attend OASIS meetings to represent and drive Grid requirements in developing Web Services security standards.

· March: "Use of SAML for OGSA Authorization" presented to GGF OGSA security working group for consideration as part of OGSA Security


· March: Presented revision of Proxy Certificate draft at IETF. Receiving good engagement from the PKIX working group now and hope to push through to RFC in the near future.


· March: Implementation of Proxy Certificate format compliant with Internet Draft complete


· February: Attended Web Services Policy and Trust meeting in Redmond to provide feedback to IBM and Microsoft on proposed WS-Trust and WS-Policy specifications


· February: Submitted GSS extensions ID to IETF for feedback and to explore possible broader scope of standardization 

  * Software:

· April: Work underway on a production CAS server integrated with version 3 of the Globus Toolkit. To be released this summer. 

· March: Update of CAS-enabled striped server delivered to SciDAC Earth Systems Grid for use in their upcoming review.

Standards

After successfully reaching closure on the Proxy Certificate draft in GGF, we have been working in the broader scope of the PKIX working group in IETF. After attended the latest two PKIX meetings and integrating changes resulting from conversations with this group, we are optimistic that this draft will become a PKIX-sanctioned RFC in the near future.

The effort OGSA security effort in GGF in conjunction with IBM continued. Using the experience gained during the last year from this SciDAC security project, we drafted an authorization-oriented specifying the use of SAML, a standard from OASIS, for authorization in OGSA and presented this at GGF7 in Tokyo. We are using SAML as the basis for CAS in GT3, and this specification would serve to standardize CAS.


We continue to be an active member of the OASIS standards body, which is developing a number of the Web Services security specifications. We are actively participating in working groups in OASIS allowing us represent requirements for OGSA and the DoE community in these developing standards. In addition we are in process of becoming a member of Liberty Alliance, which is emerging as another important organization for identity federation in the Web Services security community.

Our GSS extensions draft has emerged from the GSI working group and is progressing through the GGF standardization process.


Software Development: Community Authorization Service, GSI, GT3

Development has started on a production version of CAS, using a standard format for its assertions, the Security Assertion Markup Language (SAML), and incorporating what we have learned from the alpha releases over the last year and a half. We expect this release to appear in GT3 this summer.

We continued to support CAS usage in the ESG community by providing them an updated version of CAS and CAS-enabled GridFTPd for one of their upcoming demonstrations in May.

We have completed our implementation of Proxy Certificates as defined by our draft and this will appear in GT2.4, to be released this month.

A number of GT3 alpha releases have been made over the last quarter. GT3 is based on the emerging OGSA standards and includes implementations of GSI authentication of SOAP. Our GT3 security implementation is detailed in our paper Security for Grid Services to appear in the proceedings of HPDC-12.

Development of a lightweight Online Certificate Authority for CEDAR

As part of our efforts to facilitate secure interoperability between Condor and GSI, we have implemented a lightweight online CA using Condor’s CEDAR authentication and secure communication subsystem, and OpenSSL.  Clients requesting short-term certificates can use a CEDAR enabled client to prepare and communicate a standard X.509 certificate signing request.  The online CA relies on CEDAR to authenticate clients, and signs and returns certificate requests according to a local policy.  The CEDAR subsystem has the ability to authenticate clients using Kerberos, so users authenticated through Kerberos can use this system to very quickly and easily obtain short-term certificates.  This work is motivated by our goals to expand the use of lightweight certificates to cover fine-grained audit and access control by increasing the specificity of the certificate contents, and by increasing the number of certificates used.  An Online CA allows lightweight task-specific certificates to be created when needed.  By increasing the specificity of what certificates may be used for in a distributed environment, we hope to reduce the amount of unauthorized access available in cases where certificates are misused.

Extending ClassAds for more advanced Policy matching

Current and future work includes extending ClassAd analysis to deal with more complex matchmaking models than the simple two-way matching algorithm described here.  One such matchmaking paradigm is gang matching, which is simply matchmaking with more than two entities.  An example of this is the two-way matching example of a job and a machine with the addition of a license.  That is, a job may only run on a particular machine if the machine has a proper license for the software the job is using.  If there are a number of entities of the same type, then set matching may be a more appropriate matchmaking model.  One example of set matching is running parts of a job in parallel on a number of different machines.  In this case it may be more important to the user to have enough total memory on these machines than to have a specific number of machines.

As the utility of the ClassAd language is not limited to resource allocation, ClassAd analysis may also be useful in other areas.  It is our belief that the ClassAd language may be used to specify policies other areas such as security and data management.  As the number of applications for the language increase, new and different challenges for ClassAd analysis will arise.

3. Future Accomplishments (next 6 months)

Our planned accomplishments for the upcoming 6 months include:

· Continue standards work: We will continue standards work in GGF, IETF, OASIS and Liberty Alliance.  We expect to bring closure to the X.509 Proxy Certificate and GSS-API Extensions specifications.

· Security Services for Grid Services: In addition to the standards work in security for Web Services and Grid Services (OGSA), we will continue to evolve GSI and CAS to implement these specifications as part of the Globus Toolkit v3 release.


· Community Authorization Service (CAS): With the upcoming production release of CAS in CAS we will aggressively pursue integration with other SciDAC projects - ESG, PPDG, DOE Science Grid, to gain further adoption.


· Release Proxy Certificate implementation: We will release our implementation of the Proxy Certificate specification in the Globus Toolkit.


4. Research Interactions

We are being aggressive about our outreach, both with other SciDAC projects, as well as to other communities.

The following list summarizes our interactions with various other SciDAC projects:

· Earth Systems Grid II: This was the initial project that motivated CAS, and funded early work on CAS during FY01.  We continue to work closely with this project, in terms of gathering requirements from them, explaining what we are doing to them, and working on demonstrations with them. We are working with them to demonstrate CAS in conjunction with the Striped FTP server in their May review demonstration.

· Particle Physics Data Grid: This project is already using GSI, and looks to be the next big collaboratory project that will use CAS. In this last quarter we collaborated with PPDG personnel to demonstrate the ability of CAS to be used in the mode of a VO role server resulting in a presentation at CHEP03.

· DOE Science Grid: The DOE Science Grid is based on GSI, and has set up a Certificate Authority that issues GSI-compatible credentials.  We have been engaged in this process, serving on the Policy Management Authority for the CA and will continue to do so to ensure that our future is compatible with this resource.

· CoG Kits: This project has developed a Python interface to the Globus Toolkit and the Grid Security Infrastructure, called PyGlobus.  We are working closely with this group to prototype implementations of OGSA-based GSI protocols.

· Fusion Collaboratory: We are working with the Fusion Collaboratory to meet their requirements for fine-grain authorization of resource management. We continue to transition this from prototype to a standard part of the Globus Toolkit. A paper describing this work is has been accepted to 1st International Workshop on Middleware for Grid Computing.

Outside of the SciDAC community, GSI is also receiving wide-spread recognition and adoption.  It is the security basis for most major Grid projects world-wide. Since GSI already enjoys almost universal recognition as the de-facto security standard for Grids, this gives us exceptional opportunities to promote adoption of our new work performed under this SciDAC project.

With the emergence of Web services as a basis for Grid computing, thanks to our work on the Open Grid Services Architecture (OGSA), we are also working aggressively to ensure that GSI will work well within the context of Web services and OGSA.

5. Remarks

None.

