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Summary

During this period, ANL and ISI worked primarily on:

1. The Community Authorization Service (CAS), including additions to the core GSI infrastructure to support CAS.

2. Improving the usability of the core GSI.

3. Standards and outreach.

UW work focused on:

1. Message protection, including independent data units


2. Policy work with ClassAds


3. Developing a framework for supporting multiple authentication protocols in distributed environments

A project web site with up to date information is maintained at:

http://www-fp.mcs.anl.gov/dsl/scidac/security/

Indicators of Progress

Indicators of progress during this period include:

  * Publications and presentations:

· August: We presented the paper "An Online Credential Repository for the Grid: MyProxy" at HPDC-10.

· October: Globus Toolkit tutorials (including GSI) in Edinburgh and Tokyo.

· October: "Introduction to GSI" presentation at Esnet Coordinating Committee meeting.

· December: We submitted a CAS paper, "A Community Authorization Service for Group", to IEEE 3rd International Workshop on Policies for Distributed Systems and Networks, 2001.

  * Standards:

· August: We submitted an updated "X.509 Proxy Certificate Profile" draft to IETF.

· September: We submitted "GSS Extensions" draft to GGF.

· September: We contributed to the GGGF draft, "GSI Online Credential Retrieval - Requirements".

· December: We presented a progress update on our "X.509 Proxy Certificate Profile" draft at IETF.

  * Software:

· August: We demonstrated an early prototype of CAS at HPDC-10.

· August: We released a new version of gsiklog, for integration of GSI with AFS authentication.

· August: We improved GSI error handling code.

· October: We added support to GSI for the API additions described in the "GSS Extensions" draft, for subsequent release.

· October: Globus Toolkit v2.0 beta was released, with numerous GSI patches and improvements.

· November: We demonstrated a more complete CAS prototype integrated into the ESG Visual Climate Data Analysis Toolkit at SC'01.

Community Authorization Service

The overwhelming majoring of work at ANL and ISI during this period has been driven by CAS.  

Work on CAS itself has included: 

· Developing a prototype CAS server using the LBNL PyGlobus Python wrappers to GSI

· Developing a client library to interact with CAS

· Developing server authorization checking code to check CAS issued capabilities, and integrating this into GridFTP

· Developing demonstrations, including a CAS admin GUI and integrating the CAS client into the ESG CDAT application.

In August we demonstrated an early prototype of CAS at HPDC-1.  In November, we demonstrated a complete prototype of CAS at SC'01, integrated with the Earth Systems Grid (ESG) Visual Climate Data Analysis Toolkit (CDAT) and GridFTP.

We expect a ship version 1 of CAS to our close collaborators in January 2002.  We will work closely with these collaborators to put CAS into use in their work.  Based on this experience, we expect to develop version 2 of CAS, for broad distribution during Spring 2002.

Additions to Core GSI

The CAS work has also driven substantial work on the underlying GSI infrastructure.  Considerable progress has been made in developing the standards, and the associated code, for X.509 restricted proxies.  This is the core technology to enable CAS, as well as other future work.  

We have also done substantial work on designing and implementing extensions to the GSS-API, in order to support restricted proxy certificates, more flexible delegation, etc.  

We have also made many smaller fixes, cleanups, and additions to GSI. For example, we greatly improved GSI's error reporting, we updated it to use the latest OpenSSL library, etc.

Some of these GSI changes are in the Globus Toolkit version 2.0 beta release that came out in October, and others will be in a future release.

Standards

We continue to make good progress in the standardization of our security technology.

The core X.509 Proxy Certificate Profile draft is under consideration by the IETF PKIX working group.  This is the working group that is responsible for defining many of the PKI standards in wide use today. We first presented our proxy certificate work to the PKIX working group in March 2001.  Since then, recognition and acceptance of this work has been steadily growing.  It will likely take at least another year of concerted effort to move this draft forward to an RFC.

In addition to the X.509 Proxy Certificate Profile draft, various other drafts are under consideration by the Global Grid Forum (GGF) GSI working group.  These include "GSS Extensions", "GSI Online Credential Retrieval - Requirements", and "Multiple Credentials - Scenarios and Requirements".

Outreach

We are being aggressive about our outreach, both with other SciDAC projects, as well as to other communities.

The following list summarizes our interactions with various other SciDAC projects:

· Earth Systems Grid II: This was the initial project that motivated CAS, and funded early work on CAS during FY01.  We continue to work closely with this project, in terms of gathering requirements from them, explaining what we are doing to them, and working on demonstrations with them.  For example, at SC'01 we demonstrated a CAS prototype integrated into the ESG Visual Climate Data Analysis Toolkit.

· Particle Physics Data Grid: This project is already using GSI, and looks to be the next big collaboratory project that will use CAS. We have joined several PPDG calls to do requirements gathering and present CAS.  When CAS v1 is released in January, we expect to work closely with this project to help them integrate it, and to learn new requirements for CAS v2.

· DOE Science Grid: The DOE Science Grid is based on GSI, and is in the process of setting up a Certificate Authority that will issue GSI-compatible credentials.  We have been engaged in this process, and have been discussing CAS with them for future use and support in DOE Science Grid based projects.  We have also been involved with the definition of their Certificate Policy, to ensure that it will accomodate our future Online Certificate Authority work.

· CoG Kits: This project is developing a Python interface to GSI, called PyGlobus.  We have used PyGlobus extensively in our prototypes of CAS, and have worked closely with the PyGlobus developers at LBNL to ensure that it has the capabilities we require.

· Fusion Collaboratory: We have begun talking with members of this project about CAS, and expect that this will collaboration to strengthen in the coming months.

Outside of the SciDAC community, GSI is also receiving wide-spread recognition and adoption.  It is the security basis for most major Grid projects world-wide.  During this period, we presented our security work as part of several Globus Toolkit tutorials (one in

Edinburgh to more than 100 people, and one in Tokyo to more than 70 people), in several talks, and in innumerable discussions at various conferences.

Since GSI already enjoys almost universal recognition as the de-facto security standard for Grids, this gives us exceptional opportunities to promote adoption of our new work performed under this SciDAC project.

Message Protection: Support secure and private communication between all the components of Condor

Independent Data Units: Adding encryption support for UDP

   The goal is to provide privacy support between the different components of Condor and Condor-G. That is, all communication in Condor can be encrypted if so requested by owners of resources and/or consumers of resources.

   Encryption in UDP is harder to do than TCP because UDP is a packet based, unreliable protocol. Therefore, encryption state information cannot cross multiple packets. This means that the encryption has to be done on a per packet basis. Furthermore, it is necessary to set a short lifespan for crypto key used by UDP -- in the range of hours. In our design, the negotiation of the key is done at authentication time, via a TCP connection. Once the negotiation is done, the TCP connection is no longer needed (until renegotiation is required).

   Our current implementation is based on OpenSSL (Globus' distribution). We currently support 3DES and Blowfish encryption and more protocol can be added easily. We will look into more protocols, in particular AES, when possible.

Adding Message Authentication Code support

   The goal is to provide integrity/non-repudiation support to Condor and Condor-G. That is, if enabled, every message has a message digest which is dependent on the secret key known to the two parties who are communicating. The receiver of each message can verify the message by checking the message digest. In other words, the message digest is a signature that cannot be forged without knowing the secret key.

   As in providing the privacy support, our implementation for MAC is also based on OpenSSL, using Globus' distribution. Right now, we use MD5 to compute the digest and the digest is computed over the message, the secret key and a random noun of fixed size. Our implementation can also support HMAC or any other one-way hashing functions based MAC.

Policy Work with ClassAds: Identify and explain the cause of a miss-match

Continued our work in developing and implementing a framework for detecting the cause for a miss-match between a ClassAd that represents a request for a service/resource and a collection of ClassAds that represents offers to provide services/resources. The framework was first implemented in JAVA and is now being ported to C++. Special attention is devoted to providing the requestor with useful information about the cause of the mismatch and possible ways to resolve it. A tool that uses the framework was recently added to Condor. 

Develop a framework for supporting Multiple Authentication Protocols in Distributed Environments 

Following our experience with supporting a suite of authentication protocols in Condor, we lunched an effort to develop a generic framework that supports multiple authentication protocols in Distributed Environment.  For example, although the current version of Condor supports more than one authentication protocols, it does so in a coarse way. That is, it treats all authentication protocols the same way even though they are different. We would like to have a framework that will allow us to consider Kerberos based authentication more secure than a clear password based authentication. This also brings up some interesting questions about the relationship between authentication and authorization. Currently, many systems treat these two separately. We plan to look at how authorization policies affect the choice of authentication protocol and what is required to support this relationship.

