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1. Executive Summary

Principal Sites:

ANL
Argonne National Laboratory

ISI
University of Southern California, Information Sciences Institute

UW
University of Wisconsin, Madison

During this period (May, 2002 – May, 2003), ANL and ISI worked primarily on:

1. Continued development of the Community Authorization Service (CAS), including a second release and initiating development of a production version.


2. Development of security services in the context of the Open Grid Services Architecture (OGSA).


3. Continued strong interaction with other DoE project communities to determine security requirements and develop solutions in the context of the Globus Toolkit.


4. Standardization and presentation of our research and development efforts.

UW work focused on:

1. Matchmaking analyzer


2. Extending ClassAds for more advanced Policy matching 


3. Improving Message Authentication Code (MAC) support


4. Developing a framework for supporting Dynamic Policy Reconciliation in Distributed Environments


5. Integrating Condor with Globus’ GSI 2.2


6. Development of a lightweight Online Certificate Authority for CEDAR


A project web site with up to date information is maintained at:

http://www-fp.mcs.anl.gov/dsl/scidac/security/

2. Current Accomplishments

Accomplishments during this period include:

· Publications and presentations:

· April, 2003: Security for Grid Services accepted to HPDC-12. This paper documents the security design in GT3. (ANL)

· April, 2003: The Community Authorization Service: Status and Future presentation at CHEP-03 (paper drafted and will be available on web site shortly). (ANL,ISI)


· April, 2003: Using CAS to Manage Role-based VO Sub-groups presentation at CHEP-03  (in collaboration with PPDG/LBL) (paper drafted and will be available on web site shortly). (ANL)


· April, 2003: "Fine Grain Authorization in the Grid: Design and Implementation" accepted to 1st International Workshop on Middleware for Grid Computing. This documents our continuing work with the SciDAC National Fusion Collaboratory. (ANL)


· March, 2003: Presentation at LSN workshop in Virginia. (url) (ANL)


· March, 2003: Attended SciDAC all-hands meeting. (poster) (ANL)


· February, 2003: CAS Overview presented at ESCC meeting. (ANL)


· November , 2002: Published Fine-Grain Authorization for Resource Management in the Grid Environment. in Grid2002 Workshop based on research with are doing with SciDAC National Fusion Collaboratory. (ANL)


· August, 2002: Presentation of Grid Security at International Workshop on Certification and Security in E-Services (CSES 2002), Montreal, Canada. (ANL)


· July, 2002: Authored, in conjunction with IBM, OGSA Security Roadmap and Architecture documents  (ANL)


· July, 2002: As part of our work with the SciDAC DoE Science Grid project, produced a document containing Globus Firewall Interoperability Requirements. (ANL)

· Other Outreach:

· August, 2002: Attended ESCC meeting to push for standardization of DOE policy regarding Grids and Firewalls. (ANL)

· Standards:

· May, 2003: Starting process of creation of OGSA Authorization WG in GGF to standardize our efforts with CAS. Will present two document - "OGSA Authorization Requirements" and a "SAML profile for OGSA Authorization" as starter documents for the WG. (ANL,ISI)

· May, 2003: Another revision of Proxy Certificate draft (-05) in IETF. (ANL,ISI)


· May, 2003: GSS-extensions draft passed GSI WG review and is proceeding to GGF editor. (ANL)

· April, 2003: Continue to attend OASIS meetings to represent and drive Grid requirements in developing Web Services security standards. (ANL)

· March, 2003: "Use of SAML for OGSA Authorization" presented to GGF OGSA security working group for consideration as part of OGSA Security (ANL,ISI)


· March, 2003: Presented revision of Proxy Certificate draft at IETF. Receiving good engagement from the PKIX working group now and hope to push through to RFC in the near future. (ANL,ISI)


· March, 2003: Implementation of Proxy Certificate format compliant with Internet Draft complete (ANL)


· February, 2003: Attended Web Services Policy and Trust meeting in Redmond to provide feedback to IBM and Microsoft on proposed WS-Trust and WS-Policy specifications (ANL)
 

· February, 2003: Submitted GSS extensions ID to IETF for feedback and to explore possible broader scope of standardization (ANL)


· October, 2002: Established and participated in OGSA Security WG at GGF in Chicago (ANL,ISI)

· Software:

· Community Authorization Service (ANL, ISI)

· April, 2003: Work underway on a production CAS server integrated with version 3 of the Globus Toolkit. To be released this summer.

· March, 2003: Update of CAS-enabled striped server delivered to SciDAC Earth Systems Grid for use in their upcoming review.

· October, 2002: Integration of CAS with Striped FTP server for SciDAC Earth System Grid SuperComputing demonstration. 

· September, 2002: CAS AlphraR2 releases to collaborators. Includes modifications based on feedback from PPDG, ESG, DOE SG and others.

· Grid Security Infrastructure (GSI) (ANL)

· May, 2003: Delivered version of general Globus Toolkit authorization callout to the CMS project, part of the SciDAC PPDG collaboratory. This will allow for integration with VO and local authorization systems.

· March, 2003: Delivered version of Globus Toolkit Resource Management system to National Fusion Collaboratory with callouts for site/VO authorization.


· March, 2003: Implementation of Proxy Certificate format compliant with Internet Draft complete in both C and Java. Available in version 2.4 of the Globus Toolkit.


· November, 2002: Java version of GSI now supports GGF GSSAPI extensions.


· October, 2002: Release of Globus Toolkit version 3 includes support for independent data unit (IDU) security.


· September, 2002: Globus Toolkit 2.2 releases with full support for GGF GSSAPI extensions.

·  Online CA (ISI)

· May, 2003: May developed a lightweight online CA to replace the current Globus CA as an issuer for test certificates to allow users to experiment with the Globus Toolkit.


Software Development: Community Authorization Service, GSI, GT3 (ANL,ISI)

We shipped the second alpha release of the Community Authorization Service (CAS) software in September. This release included substantial feedback from the PPDG and ESG security communities – in particular, to meet their stated requirements of greater site control.

Development has started on a production version of CAS, using a standard format for its assertions, the Security Assertion Markup Language (SAML), and incorporating what we have learned from the alpha releases over the last year and a half. We expect this release to appear in GT3 this summer.

We integrated the new CAS release into the striped FTP server in order to demonstrate in conjunction with the ESG community for SuperComputing '02 in November. We continued to support CAS usage in the ESG community by providing them an updated version of CAS and CAS-enabled GridFTPd for one of their upcoming demonstrations in May.

We have completed our implementation of Proxy Certificates as defined by our draft. The C version of this implementation appeared in the 2.4 version of the Globus Toolkit and the Java version in the 3.0 alpha releases.

A number of GT3 alpha releases have been made over the last year. GT3 is based on the emerging OGSA standards and includes implementations of GSI authentication of SOAP including the ability to protect independent data units (IDU). Our GT3 security implementation is detailed in our paper Security for Grid Services to appear in the proceedings of HPDC-12.

We released two different authorization callouts to SciDAC communities this year. These callouts allow for deployment configuration of authorization to the Globus Toolkit to allow for the use of either site- or VO-specific authorization functionality. To the National Fusion Collaboratory a version of the Globus Toolkit resource management system modified to allow for local authorization, which they are using to integrate to the Akenti authorization system. To the SciDAC PPDG project (CMS specifically) we released a version of GSI with a general admission and mapping callout to allow for the integration with the VOMS group server. We plan to monitor these callouts and implement similar functionality in GT3.

In September of 2002 we also released Globus Toolkit 2.2, which included the Grid Security Infrastructure (GSI) software with full support for the GSSAPI extensions GGF draft.

The current Globus CA is a manual CA requiring human intervention for the issuance of each certificate. We have developed an online CA that will automatically issue lightweight certificates to end-users and resources. These certificates are intended for testing and experimentation and hence do not require as much of a trusted infrastructure to issue as a normal CA. This work is currently being deployed.

Standards (ANL, ISI)

After successfully reaching closure on the Proxy Certificate draft in GGF, we have been working in the broader scope of the PKIX working group in IETF. After attended the latest two PKIX meetings and integrating changes resulting from conversations with this group, the draft is in process to becoming a PKIX-sanctioned RFC in the near future.

We undertook a major standards effort in the Open Grid Services Architecture (OGSA) area. This effort has is ongoing in both the Global Grid Forum, where we have authored, with IBM, a Security Architecture and Security Roadmap document for OGSA. We presented these document at GGF5 in Scotland and formed an OGSA Security working group to guide the development of security specifications for OGSA.  This work draws on the experience gained during the last year from this SciDAC security project, and is likely to be the avenue that we take toward standardization of the approaches developed in this project.

At GGF7 in Tokyo, we drafted and presented drafted an authorization-oriented specifying the use of SAML, a standard from OASIS, for authorization in OGSA and presented this at GGF7 in Tokyo. We are using SAML as the basis for CAS in GT3, and this specification would serve to standardize CAS.


We continue to be an active member of the OASIS standards body, which is developing a number of the Web Services security specifications. We are actively participating in working groups in OASIS allowing us represent requirements for OGSA and the DoE community in these developing standards. In addition, we are now a member of the Liberty Alliance, an organization that is emerging as important body for identity federation in the Web Services security community.

Our GSS extensions draft has emerged from the GSI working group and is progressing through the GGF standardization process.


Kx509/KCA integration with Globus and GSI (ANL)

The Kerberos-to-GSI gateway, Kx509 and KCA, originally written as a Kerberos-to-X.509 gateway, and whose development to work with GSI was partially funded by this project received some good press:

http://www.grids-center.org/news/news_digestarch.asp#Issue%202,%20November%204,%202002

Matchmaking analyzer (UW)

We completed the implementation of a framework for detecting why a ClassAd that represents a request for a service/resource does not match with a ClassAd that represents and offer to provide services/resources. The C++ implementation identifies problems in the requirements expression of the request ClassAd as well as those in the offer ClassAds. In addition there is support for suggesting fine grained modifications to the request ClassAd. This functionality has been integrated a new condor tool called condor_analyze which will be included in the version 6.6 release.

Extending ClassAds for more advanced Policy matching (UW)

Current and future work includes extending the Condor matchmaker and ClassAd analysis to deal with more complex matchmaking models than the simple two-way matching algorithm described here.  One such matchmaking paradigm is gang matching, which is simply matchmaking with more than two entities.  An example of this is the two-way matching example of a job and a machine with the addition of a license.  That is, a job may only run on a particular machine if the machine has a proper license for the software the job is using.  If there are a number of entities of the same type, then set matching may be a more appropriate matchmaking model.  One example of set matching is running parts of a job in parallel on a number of different machines.  In this case it may be more important to the user to have enough total memory on these machines than to have a specific number of machines.

As the utility of the ClassAd language is not limited to resource allocation, ClassAd analysis may also be useful in other areas.  It is our belief that the ClassAd language may be used to specify policies other areas such as security and data management.  As the number of applications for the language increase, new and different challenges for ClassAd analysis will arise.

Improving Message Authentication Code (MAC) support (UW)

The goal is to provide integrity/non-repudiation support to Condor and Condor-G. That is, if enabled, every message has a message digest which is dependent on the secret key known to the two parties who are communicating. The receiver of each message can verify the message by checking the message digest. In other words, the message digest is a signature that cannot be forged without knowing the secret key.

   We have made significant improvement upon our previous MAC implementation. The new implementation supports MD2, MD5, DSS, RIPEND, MDC2 and SHA while the previous implementation only supports MD5. As with previous implementation, the new

implementation is also based on Globus’ OpenSSL distribution.

Developing a framework for supporting Dynamic Policy Reconciliation in Distributed Environments (UW)

Following our experience with supporting a suite of authentication protocols in Condor, we lunched an effort to develop a generic framework that supports dynamic policy reconciliation in Distributed Environment. Policy reconciliation is the process of resolving the policy differences among two communicating parties. As the GRID gets more complex, various participants need to have a framework that can reconcile their policy differences since each participant may have different security policy. Furthermore, the reconciliation needs to be done on the fly, as polices are not always fixed and therefore can change from time to time and from participant to participant.

There are two objectives with this effort. First, the framework must support dynamic reconciliation of policies that govern various aspects of security such as authentication, integrity and secrecy. Second, the framework needs to be generic so that it can be used by systems other than Condor. We intend to release the tools associated with the framework to general public once it is done. 

We have accomplished the first objective by implementing a dynamic policy reconciliation framework for Condor. The framework is capable to reconcile security policy on the fly. We have also made good progress towards the second objective. Currently we have a generic prototype based on the Condor implementation. The prototype uses XML to represent security policy and can be used outside Condor. 

Integrating Condor with Globus’ GSI 2.2 (UW)

Globus have made significant improvement and changes with version 2.2 release of Globus Toolkit, this includes many changes to GSI which Condor depends on. We have made necessary changes to Condor and Condor/G to be compatible with the latest (release) version of GSI. 

Development of a lightweight Online Certificate Authority for CEDAR (UW)

As part of our efforts to facilitate secure interoperability between Condor and GSI, we have implemented a lightweight online CA using Condor’s CEDAR authentication and secure communication subsystem, and OpenSSL.  Clients requesting short-term certificates can use a CEDAR enabled client to prepare and communicate a standard X.509 certificate signing request.  The online CA relies on CEDAR to authenticate clients, and signs and returns certificate requests according to a local policy.  The CEDAR subsystem has the ability to authenticate clients using Kerberos, so users authenticated through Kerberos can use this system to very quickly and easily obtain short-term certificates.  

This work is motivated by our goals to expand the use of lightweight certificates to cover fine-grained audit and access control by increasing the specificity of the certificate contents, and by increasing the number of certificates used.  An Online CA allows lightweight task-specific certificates to be created when needed.  By increasing the specificity of what certificates may be used for in a distributed environment, we hope to reduce the amount of unauthorized access available in cases where certificates are misused.

3. Future Accomplishments (next 6 months)

Our planned accomplishments for the upcoming 6 months include:

· Continue standards work: We will continue standards work in GGF, IETF, OASIS and Liberty Alliance.  We expect to bring closure to the X.509 Proxy Certificate and GSS-API Extensions specifications. (ANL,ISI)

· Security Services for Grid Services: In addition to the standards work in security for Web Services and Grid Services (OGSA), we will continue to evolve GSI and CAS to implement these specifications as part of the Globus Toolkit v3 release. (ANL,ISI)


· Community Authorization Service (CAS): With the upcoming production release of CAS in CAS we will aggressively pursue integration with other SciDAC projects - ESG, PPDG, DOE Science Grid, to gain further adoption.(ANL,ISI)


· Authorization Callouts: We plan to continue to interact with the SciDAC projects currently testing our authorization callouts (NFC and PPDG) and use feedback from these experiences to develop an authorization callout in GT3. (ANL)

· Deployment of Online CA: We plan to deploy the inline CA and depreciate the current Globus CA. (ANL,ISI)

· Extend Condor Matchmaking: Current and future work includes extending the Condor matchmaker and ClassAd analysis to deal with more complex matchmaking models than the simple two-way matching algorithm described here. (UW)


· Web Services RPC Model for Condor: We would like to explore implementation of a new RPC model for Condor using SOAP/XML/SSL. (UW)


· Replay prevention: There is some work to be done with the current Condor code to prevent replay of captured legitimate messages by illegitimate parties. (UW)


· Fine-grain Authorization in Lightweight CA: Continue lightweight CA development to reach our goals to expand the use of lightweight certificates to cover fine-grained audit and access control by increasing the specificity of the certificate contents, and by increasing the number of certificates used.  An Online CA allows lightweight task-specific certificates to be created when needed.  By increasing the specificity of what certificates may be used for in a distributed environment, we hope to reduce the amount of unauthorized access available in cases where certificates are misused. (UW)

4. Research Interactions

We are being aggressive about our outreach, both with other SciDAC projects, as well as to other communities.

The following list summarizes our interactions with various other SciDAC projects:

· Earth Systems Grid II: This was the initial project that motivated CAS, and funded early work on CAS during FY01.  We continue to work closely with this project, in terms of gathering requirements from them, explaining what we are doing to them, and working on demonstrations with them.  During the last year we worked with them on two integrations of CAS with their technology (one for SuperComputing and one for their review). The second release of CAS also incorporated feedback from this community. (ANL, ISI)


· Particle Physics Data Grid: This project is already using GSI, and looks to be the next big collaboratory project that will use CAS. We worked closely with this project as part of their Site AAA requirements group. In this last quarter we collaborated with PPDG personnel to demonstrate the ability of CAS to be used in the mode of a VO role server resulting in a presentation at CHEP03.We also worked with this group to develop a general GSI authorization callout for their CMS project which we delivered. (ANL, UW)

· DOE Science Grid: The DOE Science Grid is based on GSI, and is in the process of setting up a Certificate Authority that will issue GSI-compatible credentials.  We have been engaged in this process and have a representative that serves on the CA’s Policy Management Authority to make sure GSI and CAS integrate cleanly with this new infrastructure. We have worked closely with DOE Science Grid both for getting feedback on CAS for site administration personnel and the design of the authorization callouts for NFC and PPDG. (ANL)

· CoG Kits: This project developed a Python interface to GSI, called PyGlobus.  We have used PyGlobus extensively in our prototypes of CAS, and have worked closely with the PyGlobus developers at LBNL to ensure that it has the capabilities we require. (ANL, ISI)

· Fusion Collaboratory: We have had a number of conversations with this community. Although we don’t believe this is the right time for them to deploy CAS into their testbed, we are keeping in close contact and expect to integrate CAS in the next 6 months. We did work this community to develop an authorization callout for the Globus Toolkit resource management system, which they are currently testing. (ANL)


· IBM: We continue to work closely with IBM to understand the business requirements on Grid security, especially in terms of developing OGSA Security standards. This helps ensure our developed standards and software are broadly adopted. IBM is currently shipping portions of GT3, including security. (ANL,ISI)

Outside of the SciDAC community, GSI is also receiving wide-spread recognition and adoption.  It is the security basis for most major Grid projects world-wide.  During this period, we presented our security work as part of the GlobusWorld conference attended by roughly 450 people. Since GSI already enjoys almost universal recognition as the de-facto security standard for Grids, this gives us exceptional opportunities to promote adoption of our new work performed under this SciDAC project.

5. Remarks

None.

