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1. Executive Summary

Principal Sites:

ANL
Argonne National Laboratory

ISI
University of Southern California, Information Sciences Institute

UW
University of Wisconsin, Madison

During this period, ANL and ISI worked primarily on:

1. The Community Authorization Service (CAS), including additions to the core GSI infrastructure to support CAS.

2. Standards and outreach particularly in the area of security specifications for the Open Grid Service Architecture (OGSA).

During this period, UW-Madison has been working on the following items:


1. Performance enhancements, robustness and testing of Online Certificate Authority for CEDAR.


2. Design and implementation of secure client-server communications for Generic Connection Broker (GCB).
A project web site with up to date information is maintained at:

http://www.mcs.anl.gov/dsl/scidac/security/

2. Current Accomplishments

Accomplishments during this period include:

  * Community Outreach, publications, presentations:

· September: Attended OASIS SAML meeting to present Grid authorization with SAML and XACML (Sep 9-10, Baltimore).


· September: Contributed section on CAS to GGF Authorization WG's Authorization Framework document.


· August: Attended NSF Cyber Trust PI meeting to represent Grid security (August 14)


· July: Presented our paper, "Fine Grain Authorization in the Grid: Design and Implementation", to the 1st International Workshop on Middleware for Grid Computing. This documents our continuing work with the SciDAC National Fusion Collaboratory.
  * Standards:

·  OGSA Authorization Working Group offically formed (Von Welch is co-chairing). Two meetings already by phone con in preparation for GGF9.

  * Software:

· September: Negotiated license agreement with RSA to allow us to redistribute SAML in the Globus Toolkit (as needed for upcoming CAS release).

· September: Internal discussion and meeting to architect the next generation extensible authorization infrastructure for the Globus Toolkit.

· September: visited CNRI's Handle System team to discuss potential integration of their secure, scalable naming system to enable policy controlled OGSI handle resolution. Discussions are ongoing and look promising.

· September: Updated Globus Toolkit software to use latest (0.9.7) version of OpenSSL

· August: Started updating GAA authorization libraries in GridFTP to function with new SAML-based CAS server.

Standards

While our existing Proxy Certificate and GSSAPI Extension documents, having both passed working group last call, continue to progress through the standards body, we have initiated a new OGSA Authorization working group in the GGF. This working group, co-chaired by Von Welch, will serve to standardize interfaces and attributes related to OGSA authorization. This will pave the way for interoperability between CAS, the Globus Toolkit and other Grid security solutions like PERMIS, Akenti, VOMS, etc. This group has already had two conference calls in preparation for GGF9.
Through Frank Siebenlist, we continue to be an active member of the OASIS and Liberty Alliance standards body in order to represent requirements for OGSA and the DoE community in their developing standards. In particular, OASIS is developing a number of the Web Services security specifications of interest: SAML, which we are leveraging for CAS, and XACML, which look promising as a rich, flexible policy language.
Versions of the Globus Toolkit releases in the last quarter (2.4.x, 3.0.x) also have included a version of Proxy Certificates that is compliant with our IETF document.

Software Development: Community Authorization Service, GSI, GT3

Development is in the final stages of a production version of CAS, using a standard format for its assertions, the Security Assertion Markup Language (SAML), and incorporating what we have learned from the alpha releases over the last year and a half. The CAS server itself is completed with work now on updating the GAA-based authorization libraries used to parse and enforce the CAS credentials in the GridFTP server. We expect CAS to be part of the next Globus Toolkit release.

We also updated the Globus Tookit to use the latest version of OpenSSL (0.9.7). This is of interest because this OpenSSL version has support for X.509 Attribute Certificates (ACs). While we do not currently envision ACs as part of our security vision, this does enable some of our colleagues when are interested in doing so to experiment with them and give us flexibility to adopt them in case they do turn out to be important.

Development of the Globus Certificate Service, an online CA to replace the current manual Globus CA, is also complete. We are in the process of deployment which is going slower than anticipated due to a number of forced vacations at ANL.

Software Development: MiniCA, An Online Certificate Authority for CEDAR

As part of our efforts to facilitate secure interoperability between Condor and GSI, we have implemented a lightweight online CA (miniCA) using Condor’s CEDAR authentication and secure communication subsystem, and OpenSSL.  Clients requesting short-term certificates can use a CEDAR enabled client to prepare and communicate a standard X.509 certificate signing request. 

Testing revealed several robustness and performance problems with the miniCA, which have been addressed.  Clients may elect to have the miniCA generate private keys where this is allowable under site policy.  The miniCA gracefully handles multiple concurrent client interactions, and its signing policy specification has been simplified.  Error propagation mechanisms have been improved.  

The miniCA system will be included with future releases of Condor, and upcoming work includes packaging for installation and initialization.

Software Development: Security in the Generic Connection Broker (GCB) 

We have made enhancements to GCB to make it more consistent with the expectations of security administrators and managers, and address concerns that use of GCB weakens security protections by facilitating communications blocked by private networks and firewalls.  Mechanisms have been designed so that:

· Broker, the GCB server that generally runs on more exposed networks, can be protected from malicious clients through the use of authentication and integrity checks;
· Broker can enforce security when relaying connections; and
· GCB can return secure connections to applications.
These activities are being carried out in part through collaboration with Weizmann in Israel. We finished architectural design during the summer and have been working on detailed design. GCB will use GSI to make the communications between the GCB client and Broker secure.

In addition, the new design includes a hierarchical addressing scheme that exposes organizational boundaries and allows different levels of security to be used depending on policy and organizational distance between communicating parties.  Secure communications are established using a new API, which uses almost the same idioms of connection setup and data transfer as regular Berkeley sockets, but provides confidentiality and integrity assurances similar to OpenSSL.  Upcoming work includes completion of the design and implementation.

3. Future Accomplishments (next 6 months)

Our planned accomplishments for the upcoming 6 months include:

· Continue standards work: We will continue standards work in GGF, IETF, OASIS and Liberty Alliance.

· Security Services for Grid Services: In addition to the standards work in security for Web Services and Grid Services (OGSA), we will continue to evolve GSI and CAS to implement these specifications as part of the Globus Toolkit v3 release.


· Community Authorization Service (CAS): With the upcoming production release of CAS in CAS we will aggressively pursue integration with other SciDAC projects - ESG, PPDG, DOE Science Grid, to gain further adoption.


· Globus Certificate Service (online-CA): We will deploy the on-line CA.


· Lightweight Online Certificate Authority (miniCA): The miniCA will be released with a future version of Condor.

· Generic Connection Broker (GCB): Completion of the new GCB design and implementation of secure communications, relaying, and new addressing scheme.
4. Research Interactions

We are being aggressive about our outreach, both with other SciDAC projects, as well as to other communities.

The following list summarizes our interactions with various other SciDAC projects:

· Earth Systems Grid II: This was the initial project that motivated CAS, and funded early work on CAS during FY01.  We continue to work closely with this project, with a great deal of focus in the last quarter in helping them specify their security requirements and helping them design a system that both best meets those requirements and allows for leveraging our security technologies.
· DOE Science Grid: The DOE Science Grid is based on GSI, and has set up a Certificate Authority that issues GSI-compatible credentials.  We have been engaged in this process, serving on the Policy Management Authority for the CA and will continue to do so to ensure that our future is compatible with this resource. We also have been engaged with both the MyProxy developers and NERSC personnel to help architect and deploy a MyProxy-based Grid logon system at NERSC.
· CoG Kits: This project has developed a Python interface to the Globus Toolkit and the Grid Security Infrastructure, called PyGlobus.  We are working closely with this group to prototype implementations of OGSA-based GSI protocols.

· Fusion Collaboratory: We are working with the Fusion Collaboratory to meet their requirements for fine-grain authorization of resource management. We continue to transition this from prototype to a standard part of the Globus Toolkit. We also have been involved in a number of discussions with the community regarding their issues with Firewalls and have help facilitate a BOF at the upcoming GlobusWorld conference on this subject.
Outside of the SciDAC community, GSI is also receiving wide-spread recognition and adoption.  It is the security basis for most major Grid projects world-wide. Since GSI already enjoys almost universal recognition as the de-facto security standard for Grids, this gives us exceptional opportunities to promote adoption of our new work performed under this SciDAC project.

With the emergence of Web services as a basis for Grid computing, thanks to our work on the Open Grid Services Architecture (OGSA), we are also working aggressively to ensure that GSI will work well within the context of Web services and OGSA.

5. Remarks

None.

