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Abstract:

Internet-2 VidMid working group (http://middleware.internet2.edu/video/) is currently developing a work plan to develop and deploy Video-conferencing tools and applications. Of tremendous interest to this group is the secured signaling and transmission of media over Internet-2. The working group wants to develop a federated administration model for security. It also wants to create an interoperable testbed that will likely house three type of VC systems: SIP, H.323 and VRVS.

Security models within each of these standards are currently on-going work. It is premature to even guess what requirements and services must be supported. SIP is being developed by IETF and in their most recent draft (bis-07), has included preliminary requirements and some basic guidelines for security. H.323, which is being developed by ITU-T has a working group under the H.225 Annex D which is considering a similar set of security related issues. VRVS (a joint development between CERN, multicasting working group, and private companies) will soon have to deal and cope with the myriads of security problems as discussed. It should be noted that of the three standards, SIP is slightly ahead in specifying security guidelines and a new security task force has been created to oversee developments in that front. 

Middleware-enabled videoconferencing will enable a researcher to look up a colleague or conference by name and find a “click to connect” link that will result in an authenticated, perhaps encrypted bi-directional, multimedia session at the remote person’s current location and on their conferencing equipment of choice using their conferencing protocol of choice.  Today there are “Click to Meet” services available but they require a single, central server and the directory of users on that server has no relationship to any other user directories that may exist.  We propose an approach that is new in the following aspects: (a) The user originating the call is authenticated through his home directory service.  There is no single, central authentication server and authentication is instead distributed across institutions; furthermore, the institutional directory can be the authoritative enterprise directory for that institution.  (b) The user can execute the “lookup” from any location using whatever service he happens to be attached to at the time. (c) Authorization to complete the call using intervening services occurs by passing a token indicating that successful authentication has occurred.  In other words, authentication and authorization can successfully cross administrative domains.  (d) These steps were designed to work inside a federated administration model, where there is no central authority but there many, cooperating separate authorities.  There are no solutions available for videoconferencing today that incorporate inter-institutional awareness for authentication/authorization. Our current projects proposes specific steps to move both SIP and H.323 implementations of videoconferencing technologies significantly closer to that vision. 

In this discussion, Prof. Chatterjee will describe VidMid’s current thinking about how to implement security for videoconferencing. He will also share a preliminary framework that he helped design along with a discussion on the threat models that exists on open standard implementation.

